~

I CCleaner

’ i

oh
-
3

2017 9 18 ~ n 0 n i CCleaner
@ 0 ~ - a i X A Xshell Hub
I W OH DL DeHp A
CCleaner W A



R | M *

= ERER IHEE

=8
4
EFTRIRREI
- FE RS L i
= EE T
S shirlk * BXRFARE . B
srm Ltd i3 -H Pirifc
OFsE g, [y
o=
M 2015/8/12 B 2018/10/11 B,
FZEIEH().. I REA(S)
wE
SHA256: 36b36ee951520a60629d2c722b006b33e543dce1c8c261105320651a0bfdb2e9 P
el ; - :-:.k,% —
:'-.. File name: ccleaner
—_— o~ =
Analysis date: 2017-09-18 10:58:51 UTC { § minutes ago )
CCleaner 200 W TF n 500" " €O [
©T 2000’ 7/ i A
1a b  Ox0082E0A8 Z Y shellcodeA
.data:AB8ZEBAE byte_82EBAB db ﬁ, 83h, 1%h, 97h, BCF¥h, 2Ch, BC%h, 95h, ¥5h, 6Bh, BCBh; A
.data:0082E0A8 ; DATA KREF: CC_InFectiunBase+1BTu
.data:@80882EBAB H [:[:_InFectiunBase:luc_lll]ﬂi?BTr
.data:@a82EBAR db 8A1h, 3Dh, ¥6h, ¥, BCCh, 8Eh, BFFh, 42h, BBSh, BBBh; BBh
.data:@a82EonE db 25h, OBEh, 43h, 7Eh, 67h, @ABh, 63h, 3Eh, @F6h, 8, 37h; 15h
.data:@a82EBAR db @DBh, B8Ccéh, 8Ah, BF8h, BB9h, BFFh, 27h, S5Bh, 3Ch, 6Eh; 28h
.data:@e82EBAR db 4%h, 9ah, 3Fh, @D03h, 5Dh, 25h, 2Eh, 1Dh, BC2h, 6Bh; Z2Ah
.data:@a82EBAR db 11h, 99h, BBEBh, 87h, OFSh, 8Fh, @F3h, BDEBh, 29h, 2Fh; 34h
Jdata:-BRRIF OAR fh_73h._ Ohh__ 00h _7F4fh_, #7h, BROb. 28b OCEh Eih L JDh- 2EL ...
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BETR: A5h 18R S8R %2R 660 PEN OESHD SPE OB6H
AT eI T BEENT DU R U BRI uARiT e e o/
8Ch ©BBh @DAh BECh BEDh BFFh BEEh BCDh ¥8h- "0 n
6Ah  BEEh BBAh BD6h 17h BA6h A4Ch BFBh 6Eh  3Bh

31h  ©8A3h 3Bh 38h &Ch ©B6h BB1h ©BAh 94h BBAh

51h  8D1h 4Ch 2Ah BEBh 9 ©AAh BCEh 86h 23h

BB2h 86h 2Eh OFEh 1Ch BCFh 9Fh ®©F%h BBBh 19h: - -~ LT
4 @chh 5Ch 8D3h 4Fh 3Ah 1Fh 55h 46h BC8h 6Ch:
2Fh 9 4Ch BE1h 6Bh BDEh 7Ch BFBh 5B6h 6Eh 3Eh:
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; CODE XREF:

CC_InfectionBase+16Lp

228 O 9 shellcodeA
-text:804818608 sub_4B18088 proc near
.text:088408108808

.text:088408108808

-text:@04810868 arg 8 = dwovrd ptr
-text:@0481080 arg 4 = dwovrd ptr
.text:00401000

.text:004810088 mou edi,
-text:d84818082 push ebp
-text:d8481803 mou ebp,
-text:004810085 push esi
.text:00481006 Xor esi,
L L L e — .acy
mov eax, [ehp+arg 0] -
imul BCX, A4TAGSATR

mau dl, cl
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t a sleepf it b A

8
BCh
edi
esp
esi
IChTI9TIR | L
——— e
2 loc_ 4619829:
.text:-B0401029 pop esi
.text:08408182A pop ebf
.text:08408182B retn
.text:0848182B
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A24D8 |
A24D8|
A24D8|

“ANrE

ey

@17A255E |
Bi7A255F |,
8172561 |

B17A2565 |
@17A2568 |
A17A25AD |

Bxz188

E8 BAF1FFFF
A0MS FA

|pop ecx
| ib short 817A257C
| push ebx
esi
|pop ecx
I mov , Bax
call 8171677
Irmn - Paw

=8x1

short 817A251E

o= Bx3IER

o

.
>

Debug

Bi17n282

B17A281A

yn

A

BU1/HZ508 oy pop BeCX

B17A2565| 8945 FB nouy dword ptr [ebp-8x18], eax
0172568 E8 BAF1FFFF call 0171677

617A256D| 3945 FO cmp dword ptr [ebp-8x18], eax
817A2578|., 72 6A jb short 817A257C

0172572

B17A2578 85CA test eax, eax

817a257a|, 75 07 jnz short 817A2583

B17A257C 33ca Xor eax, eax

017a257E|, E9 31020000 jmp 017A27B4

0172583 E8 B2FAFFFF 017A203A

0172588 68 0AGOE100 push 0x10008 UNICODE *
4742080 A hOA nuch Avhi

6a C&C F IPA

I 817n215E

¥

GFB6Y4S F8
£l

‘nouzx

eax, byte ptr [ebp-8x8] ‘

ipush
‘lea

| add
“lea
| push
|pop
ipop
! mov

E17n2170|
B17A217E!
617AZA7FI"
kS

iinc
| dec
jnz
| mow

eax
eax. dword ptr [ebp-0x28]
eax -

dword ptr [ebp+0xC]

esp.
vax. duard pEr [ebp-0x28]
0x208

ecx

edi

byte ptr [eax]. Bx8

eax

ecx

short @17A217A

eax .
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DGA 7
a DGA

2017 2 ab6d54340cla.com
2017 3 aba%9a949bcld.com
2017 4 ab2da3d400c20.com
2017 5 ab3520430c23.com
2017 6 ab1c403220c27.com
2017 7 ablabadldOc2a.com
2017 8 ab8cee60c2d.com
2017 9 ab1145h758¢30.com
2017 10 ab890e964c34.com
2017 11 ab3d685a0c37.com

I 207 ab70a139cc3a.com
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